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Secu365 User Manual

Secu365 is a system providing intelligent security management
which focuses on residential applications and SME users. Based on
the concept of HAAS (Hard as a server), and the integration of the
cloud system, you are able to receive the security information
anytime and any where.

e 1. Hardware

* 1.1 Components of system hardware

Central Controller (Edge Server)

Fingerprint Fingerprint Camera
Smart Lock Access (Easy View)
(UL3 pro) (C2Slim)
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* 1.2 Control Center Edge Server

Wireless WAN Reset 4 Ports PoE
button Output
I/O Wireless AP DC 48V

Switch button

CPU Dual-core 1.0G COM TWAN and 4 PoE TCP/IP output

Storage 4GB Support wireless AP switching

4/8/16 CH access control and

Memory 1,000,000 records Support cctv camera input

Display OLED display I/O 4 CH

« 1.3 OLED display message

ag 2019-07-04 1= 2019-87-84
17:31:37 17:31:48

2192.168.8.27 &192.168.2.1

Wired network IP address Wired network IP address

Wired network Time & Date
Wireless AP mode
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« 1.4 System Architecture

APP ‘ Webserver

Central Controller

1 - o

B & 1
- — Webserver
C2 Slim EasyView UL3 Pro
Fingerprint Access Controller IP Camera Smart Lock

« 1.5 Download Secu365 Mobile app
or use network connection
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» 2. Edge Server connection and setting

« 2.1 Starting Edge Server

When you turn on the Edge Server at the first time, it will show the
default setting of the Edge Server wireless AP function (Default
SSID: Secu365), and the OLED display will show the IP address. User
can log-in the web server to set up the system through Edge Server
IP address or Edge Server Wireless.

Network 15

g Connected
Important:

Wireless AP SSID ="Secu365%’,
it can be connected without
VerIfICatlon Code le might be able to see info you

send over this network

D Connect automatically

9 = 3
ﬁ AI-THINKER_073A88

Fi
Open

am 2015-07-84
17:31:37

“/5' An

2192.168.8.27

-
Mobile

Anviz-office  Airplane mode hotspat

« 2.2 Log-in Web server

Open Browser in your computer, enter Edge Server IP address, Log
in Edge Server Web server.

SiSecu365

(1/3)Basic Information

G Anviz

Auto sync time from internet

(GMT) London

S admin
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Please fill up the information when you log-in the server at the first
time. Default account name: admin. Default password: admin. Click
“‘Next Step” to enter the network setting page.

SiSecu365

(2/3)Configure network
Enable DHCP

£ IP Address

o8a  Netmask

Automatic DNS

& 8888

<< Prev Step Next Step >>

Edge Server IP address can be set according to the network actual
circumstances, and make sure that it can be connected to the
internet. (Contact the system manager for further questions), Then
click next step.

S Secu365

Checking network

®-0-0- &

System will detect Edge Server network connection automatically,
make sure the system can connect the internet.
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S Secu365

Checking network

®-0-0-8

SiSecu365

(3/3) configure Cloud

Enable Cloud

Starting the cloud service by scanning the QR code. (Refer to Secu
APP instruction for details).

SlSecu365

(3 3)Configure Cloud
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Caution:

» Secu Mobile app cannot be used for remote control if the cloud
service is not started.

» After finishing the setting, Edge Server will close the WIFI AP
function automatically. If re-start is required, please log-in to Edge
Server Web server.

« 2.3 Secu 365 Dashboard

Dashboard

Secu365 dashboard shows key data of the system for including
(Active User), (Active Spot), (Events), Edge Server IP address, SN
number and firmware version.

¢ 2.3.1 Department

Includes department, user and Secu Spot management.
Department: Add department will create one sub department
which displays all users’ info.

= Department Acd
Q searen . ‘
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e« 2.3.2 User

User Management:

including user info, identification enrollment, records and Secu Spot
rights.

Q search

{ \ Leona S
‘\_ ) Anviz 001 Leona
Anviz 001

= Information 2 Record B secuspot
001

Leona
Information

& Network

S App

Anviz

A Administrators

Click "Add" in the upper ' Modify User [save |
right hand corner, the

personnel information

editing page will pop up.

Fill up the field highlighted

in red. Click on the red icon

to upload photos of the Employee 1D

users with imaging size no = Requied)
more than 500K. The user
image will be displayed in

Employee Name

the records. Grant the L B
user's access permission by Department
adding authentication & Amiz - (Requied)
password and RFID card
number. e

Email

Position
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Click "Save" to complete the editing of user information. In the user
mManagement, you can access the records and access rights of users.
(In the following chapters, the registration process of fingerprints,
passwords and cards will be described.)

Q search
Leona =
Anviz 001
Leona
Anviz 001
= Information R Record B SecuSpot
001
Leona
8} Basic Information
@ Network
Anviz

3 Adminisirators

¢ 2.3.3 Secu Spot

Secu365 is a three-dimensional security solution, so the concept of
security spot is enhanced. Security point integrates access control,
video, alarm and other comprehensive applications.

Secu Spot

Q Show Room

. B Event = Device W users
@ Marketing Center » [ >
@ 2019/1018
k Show Room - 17:14:17 k Show Room - 17:09:07 k Show Room - 17:01:51
PERSON DETECTION PERSON DETECTION PERSON DETECTION
d W ad W 4 W
k Shaw Room - 17:00:37 k Show Room - 16:56:07 ﬁ Show Room - 16:54:41
PERSON DETECTION PERSON DETECTION PERSON DETECTION
Gd m d m o m
,k Show Room - 16:48:37 N Room - 16:44:39 R Show 39:19
PERSON DETECTION PERSON DETECTION PERSON DETECTION
- - - m
> R 3765 k row 5:34:48 R sowsoon-eaao
PERSON DETECTION PERSON DETECTION PERSON DETECTION
G4 m G W G m
,i. Show Room - 16:32:43 % Show Room - 16:31:51 a; Show Room - 16:27:39
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Click the “Add” button at the up right hand corner.

[ Cancel | Add Secu Spot Next

Upload image size less than 500K

Name
. Mame
Location
& Location
N ~
Access Controll Smart Lock Camera

Input the name and location, click the red icon, it can upload Secu
Spot image, and this image will be displayed in the daily record.

Click "Next” to choose the device type integrated in.

Add Access Control [ ext |

Click “Find nearby access control device” Edge Server will automatically
search the physical access control device and display the list.

Secu365 | 1
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Suggestion:

For the first time installation, it is recommended to connect device’s

internet cable to edge server POE port to quickly add and configure
the device.

[ cance | Add Access Control =

C2Slim
1560300119200107 / 192.168.17.43

C2Slim
1234567891234564 / 192.168.17.148

Choose the device in the list and click "Next” .

== Add Access Control Next |

DHCP

IP Address

192 168.17.148

Netmask

255.255.255.0
Gateway

192.168.17 1

Secu365
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According to the actual network situation, configuring the network
IP address of access control devices, it is suggested to set the same
network segment as Secu365.

Click Next and the device will automatically be added to the system.

Go back to “Secu Spot” page after adding the physical access control
device.

Secu Spot
Secu Q search Delete Modify

Enrty Door S
Entry o
@ Dashboard I
ation

Enrty Door

% Department e = -
P @ Record = Device W users
S users

Secu Spot

Basic Information
@& Network
&3 App

29y System

Secu Q search Delete Modify
001
Dasnboard ks Nae
Leona
Anviz
& App
g;ﬁ;, System Fingerprint A Fingerprint B
R Administrators ngerpant
Sign Out - Fingerprint A Fingerprint B

You can check and continue to add other devices.

Secu365
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Supported devices:

Video Camera: "Easy View” Camera.
Access Control Device: C2 Slim Fingerprint reader or UL3 pro Smart
lock.

Secu Spot

Q) searcn

Entry Door
Enrty

Entry Door

& Record = Device B Uses

User under the spot point can be queried and added.

Important:

Smart Lock can only be added through mobile app.

Maximum support for a Secu Spot: 1 access control + 1 camera or 1
smart door lock + 1 Camera.

For adding additional camera, please refer to adding access control
equipment.

« 2.3.4 User Fingerprint Registration

To complete the addition of Secu Spot and front-end devices
(access control devices/cameras/smart locks), users should be
assigned to the corresponding security points according to access
control rights.

Please return to the user interface and select a user for fingerprint
registration.

Secu365
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Secu Q searcn Delete: Modify

o~
\ Leona

_ Anviz 001

@ Dashboard

[ secuspot

iC Information

Reader Fingerprin
& Fingerprint A Fingerprint B
A Administrators et ol

s o Fingerprint A Fingerprint B

Important:

Because of the different types of fingerprint verification devices
(fingerprint access control and smart lock), when fingerprint
registration is selected with the device, one user can only register
two fingerprints.

Click "Fingerprint A" to pop up the fingerprint registration dialog
box, and select the fingerprint device for fingerprint registration
through the device serial number. Click "Enroll" in the to start
registering fingerprints on the device.

| cancel | Register Fingerprint [ Enron |

Finger No.

8525 m 1

Marketing Center 1234567891234564 -

Marketing Center 1234567891234564

R&D Department 1560300119200107

Secu365
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Important:
Fingerprint access control registration process:

The fingerprint device on the access control device is on and the
blue LED indicator flashes.

2 Press the finger on the fingerprint sensor. According to the voice
prompt of the device, press three times on the device until the

device green LED indicator lights up, and fingerprint registration is
completed.

Smart lock fingerprint registration process:

Waiting for the smart lock fingerprint device to light up till LED
display screen displays "Register FP".

2. Press the same finger on the fingerprint sensor 6 times to
complete fingerprint registration.

« 2.3.5 User rights to Secu Spot

Secu Q search

@ Dashboard e Leona
Anviz 001
on

o
&% Department o . -
£ = Information (8 Record B secuSpot

S users

[ secuSpot o

Setting

£} Basic Information
@ Network

3 App

£ Administrators

Complete the fingerprint registration and click "Cancel" to return to
a single user's detail interface and enter the "Secu Spot" option.

Secu365
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Secu Spot

P N
L ') Marketing Center

Click the Add button. Upload user to the specified Secu Spot device
(optional Secu Spot).

Begin Day

[ 01/01/1970

End Day

B owsier0

Begin Time

® 12:00 AM

End Time

® 11:59PM

Click "Select" to set the user's time permission. Click "Select" again to
save the time period settings of the designated user, and upload the
user information and fingerprint information to the front-end device
under the security point.

Secu365
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Secu Spot

Secu

Q search

Entry Door
Enrty

@ Dashboard

|i| Entry Door

&% Department N
2 Record = Device B users

S users

4 secuspot °

€5} Basic Information

& Network
S App
8} system

S Adminisirators

« 2.3.6 Batch users add to Secu Spot

When the "User" interface completes the collection and registration
of authentication information such as fingerprint, password and
card of all the users, batch user rights can be added to the Secu
Spot under the "User" option in the "Secu Spot" setting interface.

Secu Spot

Q search

Entry Door
Enrty

@ Dashboard

|i| Entry Door

s6o Department _
t & Record = Device B users

S, users
Leona -, %
[ secuspot ° Anviz 001 S
97010110 o1z 1200

asic Information
@ Network

S App

8} system

S Administrators

Click “Add” Button

Secu365
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Jiashuchang
Anviz 80655

Available in the user list. Select users, add users in batches and click
"Save".

Begin Day

[ 01/01/1870

End Day

B 01311970

Begin Time

© 12:00 AM

End Time

® 11:59 PM

For the selected user, you can set an user's time privilege setting,
click "Save" to complete the access control settings on the Secu
Spot, and upload batch user and fingerprint information to the
fingerprint device on the Secu Spot.

Secu365
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« 2.4 Secu365 Settings

Secu365 setting includes the setup of basic information, network,
app, system and administrators.

e 2.4.1 Basic Information

Basic Information

Company Name

Secu365 Demo

Date & Time

Auto sync time from internet

Timezone

8y Basic Information

(GMT+08:00) Shanghai
@ Network

3 Amp
8 System

£, Administrators English

Basic information: company name setting,

Date and time setting: the edge server automatically synchronize
time with cloud according to local time zone. You can also manually
setup the time and date.

System language: Chinese/English

Date & Time

Auto sync time from internet

Timezone

(GMT+08:00) Shanghai -

Date & Time

Auto sync time from internet

Timezone
(GMT+08:00) Shanghai -

Date Time
08/19/2019 10:50 AM

Secu365
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« 2.4.2 Network Setting

Secu365 setting includes the setup of basic information, network,
app, system and administrators.

= Network

DHCP
IP Address Netmask

192.168.0.27 2552552550

Gateway

19216801

Automatic DNS

8888

Enable AP

Secu365 supports DHCP IP configuration, manual IP configuration
and it also supports WiFi AP mode.
LAN: Input effect IP address, ensure Edge Server connect to internet.

Testing: After setting up the network, click "Testing”, it will
automatic check the network settings.

Check local network, testing processing.

Check DNS Server
Check Cloud Server

AP Mode: The wireless AP function is only used to set up links in
Edge Server's web server. The AP mode automatically shuts down in
10 minutes with no data activities.

Secu365
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e 2.4.3 APP Settings

Network

Secu

Cloud Save

(@ Dashboard Enable Cloud

Receive push notifications(Turn on to receive notifications about Security Event)

SN

6F9234C261794BAD3BDAF5221FED2FB8

{63 Basic Information
& Network

3 App

8 System

K Administralors

Sign Out

Edge Server needs to be managed through mobile app. Edge Server
cloud links must be enabled. Click “enable cloud”, scan the 2-D code
for Secu365 cloud links. Add the Edge Server device to mobile app.

e 2.4.4 System Settings

= System

oo
e

System configuration includes: data cleaning, data backup, data
restore, system reset, system initialization and online upgrade
functions.

Data Cleaning: Edge Server can store up to 1 million records and
3,000 video messages (excluding the photo information) and
automatically delete previous records according to the selected
length of time.

Secu365
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Data backup: The system will generate a data backup file in. bak
format, which will be saved by users.

Data Restore: The backup data restore can be used for hardware
replacement.

Initialization:

Clear all data: Clear the entrance guard records, personnel and other
data in the system. But, it will not clear the hardware equipment
settings and network information.

Reset factory: EqQuipment is restored to factory default settings.

Reboot: Restart Edge Server Web Server.

Online Upgrade: Update the device firmware.

e 2.4.5 Administrator Settings

= Administrators Add

admin

= Login History

2019.07-04 183306

2019-07-04 1829.01

2019-07.04 182639

2019-07-02 13:41:13

2019-07-01 182041

2019-07-01 18:1407

2019.07-01 173817

2019-07-01 1650.58

2019-07-01 1527.01

Administrator Setup Interface displays the Administrator's
Operational Log Information.

Editing: Editing and modifying administrator account passwords;
Delete: Delete the selected administrator account;
Add: Add the administrator to the Edge Server system.

Secu365
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e 3. Secu365 Mobile APP User Guide

Download Secu365 Mobile APP by scanning the 2-d bar code, install
and register an account.

« 3.1 APP Account Register

Open the APP, click “REGISTER” to start registering an account.

[J rRemember me

LOGIN REGISTER

Secu365 account is registered by email ID, enter email ID and
password, and agree to service term.

Important:

The email of the registered account is the only email for resetting
password.

Registered password format

1. Password is 6 to 16 digits.

2. Use the combination of letters, numbers and symbols.

3. Avoid using the following password format. The system wiill
remind you to modify the password if it does nhot meet the security

requirements:

Secu365
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(1) The password is the same as the member's name or E-mail address.
(2) All letters.

(3) All number.

After the successful registration, enter your account ID and password
to login to APP.

e 3.2 Start Use

Add Edge Server to APP for the first time use, click + button

Add Server & Add Server

Please placed the QR code or bar
code on user manual or device in rectangle
orVIA

SERIAL NUMBER ADD

Scan the two-dimensional code on the Edge Server or under the
Edge Server Web Server-APP page. Or enter Edge Server serial
number manually for manual additions. Click on the "Done" button
to proceed to the next step.

Important:

Edge Server and mobile APP must be linked to the cloud in order to
be managed properly. Therefore, by default, mobile APP is required
to complete the management of Edge Server smoothly by linking to
Edge Server's own wireless AP and landing in Edge Server's web
server for cloud configuration.

Secu365
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For the first time using Edge Server and APP bindings, you need to
link Edge Server wireless AP by mobile phone, open Edge Server
wireless AP function through the picture prompt of APP, and the
WiFi of mobile phone links to the wireless AP.

= 2819-87-64
17:31:48

&192.168.2.1

Edge Server show WiFi AP open

7:56 PM 7:57 PM

< Setting Box AP 4 PLS Link Box AP

=~ SECU365
= AI-THINKER_073A88

= Anviz-Client

F 41

Follow the icon below and on your
Box,Switch to AP Mode.

= COMFAST_6A3312

Follow the icon below and on your
phone Setting > Wireless Settings >
select SECU365

I HAVE CONNECTED AND STARTED
SETTING UP

Important:
Edge Server's wireless AP SSID is : SECU365

Wireless AP can be directly connected without a password. AP will
shut down automatically in 10 minutes with no data activities.

Secu365
User Manual | 26



To link the Mobile APP to the wireless Edge Server, click "l HAVE
CONNECTED AND STARTED SETTING UP", It will automatically
connect to Edge Server's built-in Web server. According to the
prompt operation boot completed, Edge Server system settings.
Refer to "2.2 Login Webserver" for details. (original Chinese
version needed)

When finishing the setup of APP, it will lead to the main interface of
mobile phone.

« 3.3 APP Interface

12:49 PM
Menu
= Secu365 Dashboard B Refresh
System Status Lo
For the day \ 0 0

Active User Active Doors Total Events

Secu Spot Status \

APP system setup -~ K /

Secu365
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Menu: Click on the menu to display the current Edge Server
Operations Management Menu.

Active User, Active Spot and Events in the System.

Secu Spot status bar: Secu Spot status will be displayed here shortly
after successful setup.

APP System Settings

Name: Current Edge Server System Status.

Server: Under current APP account, Edge Server device list, or add
Edge Server.

Setting: APP Account Management.

« 3.3.1 APP Menu

Secu

@@ Dashboard

;52 Department

{63 Basic Information

) Network

S App

O Administrators

APP menu is the same as Edge Server Web server, refer to 2.3~2.4 for
the details.

Secu365
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¢ 3.3.2 Secu Spot Status

The complete status of Secu Spot will be displayed:

12:49 PM

= Secu365 Dashboard

Today

0 0

Active User Active Doors Total Events

Secu Spot name )
MARKETING WAREHOUSE E_ &. Device Type And Status

Door Status & Door

Remote open — Secu Spot Live video
. o) b

Close Video Settings
Access control status

Live record & event /
And switch

MARKETING CENTER @ >

Secu Spot Image Secu Spot Setup Menu
T 9 &+

Close Video Settings
@ Records F! Normal «
R&D DEPARTMENT @ @

Name of Secu Spot: When adding Secu Spot, you can customize the
name of Secu Spot. You can use Secu Spot photos as background
pictures.
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Models and status of equipment:

@ Access Control Device E_ Smart Lock Device & Camera
& The green icon represents the device's online status.

& The red icon indicates that the device is offline.

Door Status and Remote open:

@ Door opened Door closed. Clickicon to remote open the door

Open

Live Video {QEEIZ" /20191 8123 2@Video

Real-time record: Click on the ® aliciam

ENTRY DOOR

real-time record to view the user
record of the day at the Secu Spot. c. py @

Close Video Settings

You can click on the snapshot of

. (& Records P Normal o
the user picture and the short _—
06:13 PM Michael Qiu
. . @ ! ‘ ) m
video of the user operation (12-15 0P
06:13 PM 9 i E
seconds). n o -

09:44 AM ERERS
1O@E @
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Door Status Switch: Secu Spot Setup:
Normal/Keep Open Click Setup Button to
/Keep close status. Secu Spot Setup page.

11:20 AM

Dashboard Secu Spot

Today

54 2 88

Active User Active Doors Total Events

OFFICE AREA 2 0 &
& Record = Device W users

[E Normal

Normal

OFFICE AREA 1 B
m Keep Open

B Keep Close

},Remrr@ 45} settings [ Normal v

SHOW ROOM B}

e 3.3.3 Add Smart Lock

Because the smart lock has no network communication function,
the Wifi bridge is used to connect the smart lock via the Bluetooth
and connect to the network via the Wifi.

Suggestions and Notes:

Please ensure a good Internet wireless network environment.
Please plug the Wifi bridge into the power outlet.

Smart Lock Installation (4XAA) Battery.

Please turn on the Bluetooth on mobile phone.

For a quick setup, keep the Wifi bridge, Smart Lock and Mobile
Device within 10FT.
Under Secu Spot - Device, select Smart Lock and click "+"

Secu365
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Select Lock

UL3-PRO
E' 80:6F:B0:53:DC:89 aill >

E Record = Device W Users

System will remind you to turn on Bluetooth on mobile phone.
Through Bluetooth, Smart Lock is searched, selected. And automatic
go to next step.

Bridge Select

Apply the same Wi-Fi setup on this phone.

ﬁ Gateway il >
'

3C:71:BF:7B:7C:2A CMCC-x7mf

STOP SCANNING

Secu365
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Search the Gate Way and choose next step. Setup the Gate Way
WiFi connection.

APP will input the connected WIFI SSID directly and input the
password. Click next step and wait for the smart lock connection.

e 3.3.4 Add user

Choose add “User” in the APP menu.

7:34 PM

Cancel Add User
Upload image size less than 500K

Employee ID

= 8525 (Required)
Employee Name

SL Leona (Required)
Department

o Anviz (Required)
Tel

(] |
Email

& Email
Position

Click “+" on the up right hand corner, input the user info, click “Save”,
back to “User” page-

Secu365
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7:42 PM

7:47 PM

£

& ®

= Information (& Record Secu Spot

nploy:
8525
Employee Nar
Leona

ion

Department

Anviz

Select again to add more users, click & icon to enroll the user.

input (O~6 digit user id) and the card
number, choose the device to enroll.

Secu365
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7:53 PM = al4GT GO
Cancel

Password @ ~
Password

Save
Card Number o ~
= Card Number

Save
Reader Fingerprint ~
Lock Fingerprint ~




Heglster Fingenpring

S\, 8525 T

[ Plichaed Office 155032001 9020012 l

© Michael Office
1560320319020012

| Entry door
1560320319020021

Please register at the
designated point

Click the device selection box, select the user's nearest fingerprint
registration device, and click the “Enroll” button in the upper right
hand corner to perform the fingerprint registration process.

Important:

Due to the different type of fingerprint authentication devices
(fingerprint access control and smart lock), fingerprint registration is
selected according to the actual fingerprint verification device type.

Each user can only register 2 fingerprints.

Access control device fingerprint registration process:
1 The fingerprint device lights up on the access control device, and

the blue LED indicator flashes:

2 Following the device voice prompt, press the same finger on the
fingerprint sensor. You need to press it three times on the device
until the device green LED indicator lights up to complete the

fingerprint registration.

Smart lock fingerprint registration process:

1 Tap on the smart lock electronic panel and the LED displays

"Register FP";

2 Following the display prompt of number1to 6, press the same
finger on the fingerprint sensor 6 times to complete the fingerprint

registration.

Secu365
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« 3.4 APP system setup
« 3.4.1 Server

Edit Server

R&D Market Center s
m s mmom e = RADMakecContar

© = . - CEE .

Front Door

OK

DELETE

From the list all the Edge Server information and choose the one to
setup the detailed information.

Click icon to modify Edge Server name, click “DELETE" to delete
Edge Server in App management.

Secu365
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« 3.4.2 APP Account Management

10:04 PM

Setting & Account
Account &
S Ne
& Rep
test@secu365.com
8  felix OK

OK

CHANGE PASSWORD

Log Out

Click “Setting” to choose “Account” to manage APP and APP, you can
name the account and edit the password.
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